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In The News This Week Free tools to enhance the security on your personal PC

Let's be honest, we all like free stuff, but if it comes to cybersecurity, free stuff that you download can be loaded with other stuff like
malware and spyware and so on. The good news is that some cyber security companies offer free tools to help you maintain a good
security posture. It is kind of an oxymoron, free stuff to help you be safe from other free stuff. Fortunately, these tools are not just
to manage our bad downloading habits but will help you to keep a fairly decent security posture on your personal computer. You
must bear in mind, however, that free tools are not necessarily a substitute for tried and test subscription-based security offerings
as there is no warranty or obligation to you from the provider. My aim today is not to downplay any good subscription-based
security solution but to enhance that what you have. So, if you don’t have anything, this is a good place to start, and if you are a
subscriber or user of paid-for offerings, these tools will help to enhance your security posture. The selected items below are from a
Read the full storabu| GEESHNRTET T2 Danader el list compiled by , please visit the site to see a full list.

HP Omen Hub Exposes Millions of Gamers to Cyberattack E:f:;iicsfgﬂ;':%rg’%zg Software You Can Use for Your Online Protection

Millions of devices running the HP Omen Gaming Hub were using on a driver with a bug that could give attackers T " powered by f-secure this Isa tool specially designed tocheckwhether your private information

kernel-mode access without administrator privileges. HP has since released a patch, but a new report on the flaw r - y > 3 y .
» ; £ e : appears in data breaches. The email address or breach information won’t be stored, making this tool completely safe to use. It
(CVE-2021-3437) from researchers from SentinelLabs details how the gaming software was built in part by copying . q ” " ) r ) i X
. - SN ) ) works instantly, you just type your email address in, and the tool checks if any personal information that was tied to the email
code from a problematic open-source driver called WinRing0.sys. HP Omen Gaming Hub is software that comes ’ !
installed on HP O deskt d lapt d functi tirnioh £ olAvi ki address provided was exposed in data breaches.
Presigsta’ted on men cesktops and ARt D N oS 8 O L S e e 2. - If you think that your password might’ve been breached at any given time you can actually check this with

automatic adjustments to fan speeds, lighting and accesSory,eontrols f8g the best gafingexpehichice. Seqtineiiabs the use of Breach Alarm, a tool that allows you to check anonymously if your password has been posted online, and sign up for
report explained. Vulnerable HP OMEN Versions include: (1) HP OMEN Gaming Hub prior to version 11.6.3.0, (2) HP - T, A Y 3 Y vy B P g 21
email notifications about future password hacks that might affect you.

BlackMatter Ransomware Hits Japanese Tech Giant Olympus

Japanese technology giant Olympus is currently investigating a cyber incident on its EMEA IT systems that
happened earlier this month that sources said is the result of a BlackMatter ransomware attack. The company
detected “suspicious activity” on Sept. 8 and “immediately mobilized a specialized response team including
forensics experts,” according to a press statement released over the weekend. “As part of the investigation, we
have suspended data transfers in the affected systems and have informed the relevant external partners,”
according to the statement. “We are currently working to determine the extent of the issue and will continue to
provide updates as new information becomes available.”

SMEN Gamiliegiub|SDNEGEge prgmsTVersion 1.ORg Re=SuL ity by Bech Mgt SN 3. - Have | been pwned is another important tool that you can use as it has access to a large database of
You Can Now Sign-in to Your Microsoft Accounts Without a Password passwords when cross-referencing yours in order to show you if your password was involved in a data breach.

M-ltcr:osinft on Wedr;eks)day gnnl\c;lL_mced fe; Re\;\;]pai_sw?rdlc\e/\? r;wechaalsir that allqzvskusers to acc_?ss :helr acdcounts:( - Tools to Scan URL’s & Website Security

WILtholT'a passWONGLBY LSS VIICrosoutItnentIcator, i WS & s k- Ll Y (€Y7 3 VErgICaLONCOa g Enallg il - VirusTotal works by inspecting items by using over 70 antivirus scanners and URL/domain block listing services.

SMS or email. The change is expected to be rolled out in the coming weeks.

"Except for auto-generated passwords that are nearly impossible to remember, we largely create our own
passwords," said Vasu Jakkal, Microsoft's corporate vice president for Security, Compliance, and Identity. "But,
given the vulnerability of passwords, requirements for them have gotten increasingly complex in recent years,

The users are able to select a file from their computer and send it to VirusTotal just by using their browser. VirusTotal offers a
number of file submission methods, including the primary public web interface, desktop uploaders, browser extensions, and a
programmatic API. The web interface has the highest scanning priority among the publicly available submission methods.
Submissions may be scripted in any programming language using the HTTP-based public API.

:Includmg multlp_le sym‘bols., number_s, e el aine) Clesliteeili prenians peesyeiib, . . 2. - SUCURI is one of the most popular free website malware and security scanner that can help you quickly test for
Passwords are incredibly inconvenient to create, remember, and manage across all the accounts in our lives, I ) L
Jakkal added. Over the years, weak passwords have emerged as the entry point for a vast majority of attacks across majwarg, Blagkljsting statys,injegied SPAM,agd defageqents,
: L P 8 yP jority 5 2, - SiteGuarding scans your domain for malware, website blacklisting, injected spam, defacement, and other

enterprise and consumer accounts, so much so that Microsoft said there are about 579 password attacks every
second, translating to a whopping 18 billion every year. Read Ravie Lakshmanan’s story here:

3 Former U.S. Intelligence Officers Admit to Hacking for UAE Company

The U.S. Department of Justice (DoJ) on Tuesday disclosed it fined three intelligence community and military
personnel $1.68 million in penalties for their role as cyber-mercenaries working on behalf of a U.A.E.-based
cybersecurity company. The trio in question — Marc Baier, 49, Ryan Adams, 34, and Daniel Gericke, 40 — are
accused of "knowingly and wilfully combine, conspire, confederate, and agree with each other to commit offenses, 2
"furnishing defense services to persons and entities in the country over a three year period beginning around -
December 2015 and continuing through November 2019, including developing invasive spyware capable of

breaking into mobile devices without any action by the targets. 3
"The defendants worked as senior managers at a United Arab Emirates (U.A.E.)-based company (U.A.E. CO) that 5
supported and carried out computer network exploitation (CNE) operations (i.e., 'hacking') for the benefit of the

U.A.E. government," the DoJ said in a statement. "Despite being informed on several occasions that their work for 4
[the] U.A.E. CO, under the International Traffic in Arms Regulations (ITAR), constituted a 'defense service' requiring d
a license from the State Department's Directorate of Defense Trade Controls (DDTC), the defendants proceeded to

provide such services without a license.” Software Updaters

Click on the links to read the & 1 - This is a software updater for Windows PCs. It works by automating any software updates and in this way
improving your security. Heimdal™ Free keeps your vulnerable applications up to date automatically and eliminates
vulnerabilities used in cyber-attacks.

possible threats, and is compatible with WordPress, Joomla, Drupal, Magento, osCommerce, and Bulletin.

Free Antivirus Software

ik, - The free Microsoft Defender Antivirus software running on Windows 10, offers you a malware
protection safety net as the free antivirus program is built into Windows 10 and it’s turned on by default. Fortunately, this free
antivirus solution will cover the basics of internet security. You should note that Windows 10 will automatically disable its own
Windows Defender antivirus if you install a third-party antivirus.

- ClamAV® is an open-source (GPL) anti-virus engine used in a variety of situations including email scanning, web
scanning, and endpoint security. It provides a number of utilities including a flexible and scalable multi-threaded daemon, a
command-line scanner, and an advanced tool for automatic database updates.

- Immunet is a free, cloud-based, community-driven antivirus application, using the ClamAV and its own engine. The
software is complementary to existing antivirus software. In January 2011 Immunet was acquired by Sourcefire. The
application is free of charge, although a commercial version is available.

- Comodo Internet Security is developed and distributed by Comodo Group, a freemium Internet security suite that
includes an antivirus program, personal firewall, sandbox, host-based intrusion prevention system, and website filtering.
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F R i €vb 2. - This candidate has access to one of the largest software databases on its market. The
" " or rheporting Lyber updater remains active in the background and in your system tray — will alert you when a priority update is ready.
World's Worst Spam Support ISP's Crime go to the Internet g - Patch My PC Home Updater is one of the more popular and most trusted software updaters in
Source https://www.spamhaus.org/statistics/networks/ " « the free zone of these applications. Once installed it will scan your program library as soon as the program is initiated. Once
Crime Com pIaInt Center this process is completed it will let you know without any further delays the important programs that have updates pending.
@é‘ _:| 405 (|C3) With one mouse click, you can set all or some of those updates into motion.
o(,o‘{\' PC Cleaners & Optimizers
& & -:| 359 il - Advanced SystemCare focuses on cleaning, optimizing, speeding up, and also securing your PC. It
& q&po supports the Windows OS and will help you optimize PC games. It has a larger driver database and that is the reason why it can
Na update more than 3 million drivers.
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http://www.ic3.gov/
https://www.cisecurity.org/resources/?type=advisory
https://securityboulevard.com/2021/09/should-you-shift-left-or-not/
https://www.nzherald.co.nz/travel/how-to-tell-if-there-is-a-hidden-camera-in-your-hotel-room/JAHCYPKJU2RUFCSDL2AXN4RYRI/
https://www.cnet.com/tech/mobile/apple-touts-iphone-13s-privacy-features-including-siri-on-device-speech-recognition/
https://threatpost.com/blackmatter-ransomware-olympus/169423/
https://threatpost.com/hp-omen-hub-gamers-cyberattack/169739/
https://thehackernews.com/2021/09/you-can-now-sign-in-to-you-microsoft.html
https://www.justice.gov/opa/pr/three-former-us-intelligence-community-and-military-personnel-agree-pay-more-168-million
https://thehackernews.com/2021/09/3-former-us-intelligence-officers-admit.html
https://heimdalsecurity.com/blog/free-security-tools-software-list/
https://www.f-secure.com/en/home/free-tools/identity-theft-checker
https://breachalarm.com/
https://haveibeenpwned.com/
https://www.virustotal.com/gui/home/upload
https://sitecheck.sucuri.net/
https://www.siteguarding.com/en/sitecheck
https://www.microsoft.com/
https://www.clamav.net/
https://www.immunet.com/index
https://www.comodo.com/home/internet-security/free-internet-security.php
https://heimdalsecurity.com/en/products/free-software-updater
https://www.downloadcrew.com/article/1478/downloadcrew_updatescanner
https://patchmypc.com/home-updater
https://www.iobit.com/en/advancedsystemcarefree.php

